BOIMOMHOC TS, HHTEPHET HeceT w npobneme, Jra [EMATKE AOTKHA NOMOYE Tebe Gesonacuo
HHKD.EIHT!-EE B CETH,

Komnsromepne FULVCb

Kommioreprsii SHPYC = 910 pasmosmmmocTs, ROMOLIOTCPHEIX  Nporpas,
OTIMHTENRHO  ocoBennocTRIO KOTOPOH  #mAseTcs  cmocobmoets PaIMHOXCeHMIO, B
AOTONHEHHE K IToMYy, SHPYCH MOTYT moBpennts wim MOMHOCTBIO YHHYTOMHTE Ree adimm
MAHHBIE, NOJXOKTPOILNLIE NONLIOBATEMIO, OT HMeHH KOToporo Geina zamymena Jpaxénnay
OporpaMsa, a Takme TOBPEHTE HAM JKE YHHYTOMMTE OnepauHoHRYTO CHCTEMY CO Beemp
hafinamu B uenom. B DonsmmHeTBe Cayymen PACIPOCTPANSIOTCH BHpYCH wepes HHTEpHET,

MeToas saurmi or BPCIOHOCHBIX Nporpass:
1. Henomsayii COBPEMEHHBIE ONePAHONHLIE CHCTEMBI, HMeIIHE cepréannii YpoBeHs

YCTAHABIHMBAIOTCH ¢ Lenpi nopabTru POTpaMMLl) B apyrue o0HOBNEHHE CBOE

TBOEM MEPCOHATEHOM KoM

4. Henomsayii AHTHBHPYCHRE npnrpa;.lh-rnut NPOOYETH HIBECTHLIX NpoH3IBOANTENEH, ¢
ABTOMATHYCCKHM 0GHOBNENHEeN Gas;

5. Orpammnys bHIHwecKuh AOCTYT K KOMIBIOTEpY A MOCTOPOHHKEX M

Cemu WI.FI

Wi-Fi - 310 5e puy MEPENAYTH NAHHEI, He TEXHOMIOTHA, & BCEro Hmy, Gpens, mapxa, Eme
B 1991 rony mapepnamacrag KOMIAHHA 3AperncTpHposata Gpens «WECA», wro obo3nagane
CIoBOCOYCTARNE & Wireless Fidelitys, koropsui feperoauTes Kax «becnposoamas TOUHOCTRY,

Mo mamero BPEMCHH nouuIa npyras ab0pesuarypa, KOTOPAd ABARETCH Tawof e
TexHonornelt, o abbpesnarypa « Wi-Fiy, Takoe nasmanne Gruno AAHO ¢ HAMEKOM Ha CTaHgapT
BHCIIHE 38YKOBOH Texmuky Hi-Fi, wro n [IEPEBOIC 03HAYAET «BMCOKAR TOMHOCTES,

Ha, Gecnnarini HHTEPHET-10CTYN B Kae, orensx u AIPOTNIOPTAX SRIRETCH OTAHYHOH
BOIMOKHOCTBIO BRIXORA B HHETCpHET. Ho MuOrRe IKCMEPTEL CHHTAIOT, Y7o obmenocTYnHRE Wi-
Fi cern me snnamorcy Gesonacumy,
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TI0Ib30BATENH AKTHBHPYIOT o8 11g yaobcTea Henoanlosanns § paBote win yuebe;

4. He menonssyii nyGmmunedt WI-FI ang TMEPEAA' I JIHYHBIX JAHHBIX, HanpHMep aas
BEIXOJA B COUMATLHEIE CETH HIH & MIEKTPOHHYIO NOYTY;

5. Hnomeay# Tonsxo JAILHIEHHOE COCAHHEHHE uepes HTTPS, a we HTTP, 1. npu
nabope sef-anpeca neogy HMEHHO whttps://s;

6. B mobmasnom Tenehone  oTkmoun bymxmmo  «llogxmonenme K Wi-Fi

ABTOMaTHYeCKHy. He nonycxaii ABTOMATHYECKOID NOAKIIOYCHNT YeTpoHcTea K ceTam
Wi-Fi Ges teoero COTIIACHA.

-
Compuarnnmie cemy

Commamume cetn axripno SKOMAT B HAWY #HIHG, MHOMHE THOIH paboTaiT u wHByT
TaM NOCTOAHNO, 4 B Facebook yae 3APErHCTPHPOBAN MIILTHAP) HENI0BEK, 9TO ABIRCTCH OHOH
CCABMON BeeX mMTenedl miamerny Muorue nomssosareny e NOHHMAKOT, 4T0 MHbOpMamug

OcHorrke copery no GesonacHocTy B COLMATEHBIX CeTHY:

l. Orpanmue crimcox Apyseh. Y TebR B apyvisx me AOTERO OBITE cywadiyey u
HEIHAKOMBIX omei:

2. 3mummai crow HACTHYI0 #®H3HL. He yiaswsaf TMApOTH, Tenedonsl, anpeca, aary

TBOCTO poMACHHA W apyryio AHYHYR  HEGOpMamo, 3InoyMeITenEIRY MOTYT
HEMOMBI0BATE Dawe Hubopmanmio o TOM, K3K TH M TBOM pommTeny IUIAHHpYeTe

X OZHOMY MecTy, a He Bo Bee cpasy.

Inexmponnsie denney

INeKTpOHuLE feHbry — IO 0%eHE yoGHEE chocol nnatexed, ogHaxo CYWecTByIOT
MOIIEHHHKH, KOTOPEIE XOTRT NOMYYHTE 3TH ACHLrH,

IMEKTPORNLIE HeHprH MOABHIHCE COBCEM HeaasHo w HMEHHO H3-33 3TOr0 BO MHOIHX
FOCYARPCTRAX 110 CHX mop e TPONHCAHO OPO HEX B 3aKoHax,



B Poccun me omm byrxumonnpyior 8 o YHE NpOTMHCAHO B 3aKoHe, roe mx
PIACHAOT HA HECKOIBKD BHAOB — AHOHHMHEIC H He AHOHHMHEIE, Pasmuya g TOM, 4TO
AHOHHMHEBIE - 3TO T¢, B KOTOpRIX PASPEINACTCE NMPOBOAMTE Onepammn Ges HIeHTHO UK
HOMEI0BATEIN, & B HCAHOHHMHRIX HACHTHYHKAIME nonL3oBaTENy HBARETCA 0GA3aTENRHOI,

Taxxe caenyer PASIHYATE JTCKTPOHHbE dHaTHRE ACHBIH (PABHE! IOCYIAPCTBEHHLN
BATIOTAM) H JIEKTPOHMLe HeHATHEIE nenLry (e pasnL rOCYAaPCTBEHHEIM BATIOTAM).

Ocnosrme cosetst o Besonacuoil patore ¢ HVIEKTPOHHBMH NeHBraMHE:

L Ipusasn & cuery MOGHABHLI Tenedon. FTo camugi YAOGHEH 1 GhcTpill ciocol
SOCCTANOBHTE J0CTYN K cuery. | Ipuasannul Tesedon NoMo#eT, ecnn 3abygews
CEON nnarexnnd NAPOIE B 3alnes Ha cafiT ¢ HEIHAKOMOro yeTpoficTaa;

2. Henonsayii QAHOpazoBsle naponu. [Toche NIEPEXOTa Ha YCHIACHHYIO HETOPHIAHIG
Tede yae ne Gyner YTPORATE OTACHOCTE KpasH my MEPEXBATA MIATERHOMD Napoy;

3. Bulepn chommmii napons. [lpectymamman Oyzer we npocro YTAOATE CIOWHLGE
niapons. Hagesmtie napomy — 470 "IAPOIH, KOTOpKE CoNep#ar He Menee & IHAKOB M
BRTONAI0T B cela cTpoymnse o MPONHCHE GyxBel, UHdpL 1 HECKOIBKO CHMBO/IOR,
TAKHE KK 36K 10/U1apa, hynTa, BOCKTHUATENLHEIN 3HAK 1 T.17, Hanpuwep, $tR0ng!;.

4. Bubepn crommeii napons. Mg kasaore nowrosorg HlMEa JomseH GuITE cpoji
HANERHLIR, VeToRunnegi & BIIOMY Napons;

3. Ecam ecmn BOIMOMHOCTS HAITHCATE, CaMoMy crol MR BONPOC, Henombayii Ty




Ocuosntie cosers 1o Gopebe ¢ KHBepSy Lmnron:
I. He Gpocatica s Goi, JNyuumii enocos: TIOCOBETOBATECR KaK cefa pecTn H, CCIH HeT
TOTO, K KOMY MOXHO obparuTics, 1o BHAYATE yenokowThes. Eomg TEl HAYHen:

OTBEHATE OCKOPGACHHAME Ha ockopliaenns, To Tomeko eme Goneime PasoKels
KOHGIHET;

Ynpasnsii coef xubeppenyranmeii;
AHOHHMHOCTS B coTy MHENMAR. Cymecrsyior Cnocodng BRIACHHTD, KTO CTOHT 133

b

8. Ecnm CBHIETE s kHbepbyanmmra, Teon peficrang: BHETYNIHTE  nporus
npecnesorareny, HOKa3aTe eMmy, wro erp AdeficTeng OLCHHBAKOTCH HEraTHBHO,
Mongepwars  mepray, KOTOPON  HywHa NCHXONOrHYecKkan MOMOME, coobumTs
mpmnhmnm&rpnmunmm NOBENCHHA B CeTH,

Mobursnmg mereghon

MOOHAB B NPHAOKERH,

Hanexo me pee MPOH3BOAMTENH BRIMYCKaOT obHOBMEHN, KRB I KPHTHYeCKHe
YAIBHMOCTH 18 cRomx ¥cTpoficrs,
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5. He sarpyxaif npHIOKeHHA 0T HEHIBECTHOTD HCTOMHHKR, BEIb OHH MOTYT COACPXATL
BPEIOHOCHOS NpoOrpaMMHoe obecneyeHne;

6. Ilocne Toro Kak Tl Beififews ¢ cafita, rae BBOAWI NMHYHYW HHGOpMaUHIO, 3aiIH B
nacTpoiixy Gpayzepa v yaann cookies;

7. llepuomaueckn npopepali KAKHE UTATHEIE YCIYTH AKTHBHPOBAHEL HA TBOEM HOMEDE;
8. Masall ceoll womep mobrnsHOTO TenedoHa TOMRKO MONAM, KOTOPRIX Tl 3HAEML H
KOMY JOBepRellE;
9. Bluetooth pomsen OwTe BRKMOYEH, KOMA2 Thl HM He nonsayemses. He saOuma
HHOT I8 NPpoBEPATE 3TO.
Online uzpw
Coppemennsle oHnaiiH-Hrpsl — 370 KPAaCOMHBIE, 3AXBATHIBAIOUIME pPAIBJICHEHHS,

o0BeMHAIOUINE COTHH THICKY HENOBEK N0 BCeMY MHpPY. HIpoKH MOCHEemyloT NAHHBI HM MHD,
ofinAoTCA APYT © APYroM, BHIOJHAIOT 3AJAHKA, CPAKAIOTCA ¢ MOHCTPAMH B MOMYSAIOT OMLIT.

3a yROBOMLCTEHE OHM IJIATAT: NOKYNAKT [AHCK, OIIAYHBAIOT aboHemeHT HWiH npuobpetasor
KAKHE-TO OILHH.

Bee e cpeacTa HAYT HA NOAREPHAHHE H PRIBHTHE WIPhl, & TAKKE HA CaMy
0e30MacHoCTs: COBEPINCHCTBYIOTCA CHCTEMB ABTOPHIALMM, BEITYCKAIOTCH HOBEE IATHH
(I poBbIe 3aMIATKE [T NPOTPaMM), JAKPEIBAOTCH YRIBHMOCTH CEPBEPOB.

B nonobHLIX HIpax CTOMT ONACATLCA ME CTOULKO CBOMX COMEPHHKOB, CKONBKO KPAsH
TBOErO NAPONH, Ha KOTOPOM OCHOBAHA CHCTEMA ABTOPHIALMA BONBIIHACTEA HIP.

OCHOBHBEIE COBETEI N0 GE30NACHOCTH TBOSIO HIPOBOTD AKKAYHTA:

1. Ecam apyro#t wrpox sener cefs mioxo win cosgaet Tefe HenpHATHOCTH, 3abnoxupyil
ero B CIHCKE HIPOKOB;

MomanylficAa AIMMHHCTPATOPAM HIPH HAa IIOXOE NOBEACHHE 3ITOO  HIPOKA,
WEIATENEHO IPHIOKHTE KAKHE-TO JOKAIATEILCTEL B BHE CKPHHOB,

He yrasmsall nmmunyio nrdopaanmo s npodaiiae nrps;

Veaxall Apyrux y4acTHHKOB IO HIPE;

He yeranasnusail HeoPHIHATEHLIE NATYH H MOIR;

Henomesyil cromnsie 0 pasHble NAPOTH;

Jae BO BpeMA MrpPEl HE CTOMT OTKMOMaTh aHTHEHpYC. [loka TRl urpaemms, Teol
KOMITBIOTED MOTYT 38DA3HTD.
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Prauune Wi KPamea AsKs OaHHs

OGuumofi xpasell feHer W JOKYMEHTOB CErOMHA Yie HHKOTO He VIHBHINS, HO ¢

PAIBHTHEM ~ HHTEPHET-TEXHONOMHA  JAOYMBIIUIENHHKH MEPEMECTHNHCL B MHTEPHET, H
[IPOOODKAIDT IAHHMATRCH WIHOOHMEDMY EI0M.

Tax nossnace HOBAA YrPO3a: HHTEPHET-MOMCHHHYECTRA HWIH (HIINNT, TIABHAR HETh
KOTOPOrg COCTOMT B NOMY4CHHH KORQHICHURANLHLIN JAHMBIX NOIL30BATENned — normHOB W

naponielt. Ha anraufickom sasike phishing wnraetes xak duumnr (ot fishing — priSuas nosns,
password — napons).

Ocrosnbie copeTs! 10 Goprbe ¢ dsmsrom:

1. Cnemm 3a cBOMM aKKayHTOM. ECiH Th NOAO3PEBatilib, 9TO TBOS &HKeTa Obuta

BIIOMAHZ, TO Heobxoammo 3abAoKHpoORaTE e B CcooBmHTH AIMHHEHCTPATO
pmypcanﬁsmmumucmpee: =




2. Henomsayii  Gesonackue BeO-CaliTh, B TOM WHCNE, HHTCPHET-MAMASHHOD &
MOHCKOBBIX CHCTEM;

3. Hemomeayit enomsuse u pashee naponn. Takmm ofpasomM, ecin Tefsa BITOMAKT, TO
HIOYMEIILICHHHKH OMYHAT JOCTYN TONBKD K OQHOMY TBOCMY MpOMIUEO B CETH, a He
KO BOCM;

4. Ecom Teba sanomain, To HCOOXOMMMO NpPeIyNPelIHT: BCEX CROMX IHAKOMBIX,

KOTOPBIC NOOABIEHE ¥ TeOA B APYILAX, O TOM, TTO TehN BYIOMATH H, BOIMOMHO, OT

TBOETO HMEHH OYOST PACCELTATLES CNaM M CORUIKH Ha bHuMHrOBLIe cafiTs;

Yeranosn nanexnsit napons (PIN) na MoGmnsamii Tenedon;

OTemoun coxpanene napons Gpay3epe;

Humwmﬂ@aﬁmnnp}nemmmnmxmummmauunpmm

TBOHX Apy3ed. Jlyqme yTounn v mux, oTnpaniam 11 oum Tebe 3TH dadine,

1 B L

Hudposar penymaus

Lndposan penyraums - 310 meraTRBEax wm NO3HTHBHAR MHPOPMALHE B CeTH o Tebe,
Kosmpomerupyromas uudopmatmns PASMCLICHHAR B MHTCDHETE MOXET CEPHEINBIM ObpazomM
OTPAIHTECH Ha TBOCH peansnoll ®HIHH. «llnpposas penyrammss - 310 TROH HMEUK, KOTOpBIH
(opmupyeres n3 nudopManmn o Tebe B HHTEpHETE,

Troe MecTo muTenbcTna, yuebu, Teoe (prEaHCOROE NONCKEHNE, OCOBEHHOCTH XapakTepa
H Pacckatbl o GIMIKMX ~ BOC ITO HAKAIIHBACTCE B CETH,

Muorse nonpocTin NerkoMmcnenno OTHOCKTCA K myDamkanmy nuanol wadopMams s
Hutepuere, ne nonumas posMommbx mocaeacramii, Tal AREE HE CMOMEND JOTAJATHCH O TOM,

410 hoTorpadms, paiMemennan 3 JIET HAA, CTANA NPHIHHOH OTKA33 MPHESTH Tebx Ha paboty.

Kommentapun, pasmemenne Teomx dotorpaduii w apyrme neficrems MOIYT He
HCHEIHYTL OAME NOCNEe TOTO, KAK Thi MX Yawume, Tel He 3naems, k1o COXpaHHT 3Ty
HHBOPMALMIO, MONANA JIH OHA B IOHCKOBKIE CHCTEMBEI H COXPAHHIACH JIH OHA, & IMABHOE: YTO
nOaYMaT 0 Tebe oKpywmomee Mo, KOTOpLle HaflayT ¥ yeasT 310, Hafity HHPOpMAIHIG
MHOTO JICT CHYCTA cMomeT moboll — xax my nobpuix nobyxaenndi, Tak m ¢ HAMEPEHHEM
NPHAHHATE BPEA. 310 MOMeT GLITH KTO YromHo.

Ocnosnbie copeTs 10 3amuTe uAdpoRol permyTaimn:

1. Tlomymaii, npexae wem yto-To NyGIHKOBATE M NepeaasaTs y cebn B Gnore win B
ConHansHof ceTn;

2. B nactpoitkax npoduns yeranosn OTPAHHYEHHS HA NPOCMOTP TBOEID NPOgHAN B ero
COACPRHMOrO, caenall ero TOMBKO wLIs Apy3ciin,

3. He pasmemail u ue yxasumai HHPOPMALINO, KOTOPas MOKET KOTo-mHGo ocropbnaTE
HIH o0mKaTE,

Asmopexoe npaso

CoBpemennnie wxoMbHEKN-  akTHBHLE NOILI0BATENH  UHQPOBOrO NpocTpaHcTRA.
Onnaro ganexo e pee JHAKOT, HTO NOILIOBAHNE MHOTHMH BOIMOKHOCTIME UHGpoBOre Mupa
Tpebyer cofmonenns npas na HHTSILICKTY A TRHYIO cOGCTBEHHOCTE.,

Tepmun UHHTCATEKTYAIBHAA COBCTBEHHOCTEY OTHOCHTCS K PANIHYHEIM  TBODEHHIM
HEAOBERECKOID YMA, HAYHHAN ¢ HOBLIX w300petennit u 3naKon, obosmaumomx cobCTBEHROCTE

H3 MPOIYKTHI M YCOYTH , M 3AKAHYHBAR kuuramu, dotorpaduame, kuEodHTEMAME 1
MYIBIKLTRHEIMH POHIBETCHHAMMN,



ABTOPCKHE Npasa — 3710 paBd Ha HATEUICKTYANBHYIO cOBCTREHHOCTE Ha NPOH3BENCHHA
HEYKH, THTEPATYPEL H HCKYCCTBA, ABTOPCKHE NIpaB2 BLICTYNAKOT B KA9CCTBE APAHTHH TOTO, YTO
HHTEANEKTYAILHEIL TBOPUECKH TPy ABTOpa He OyZeT HANPAacHBIM, 8CT eMy CHPABELUTHREIE
BOIMOMHOCTH 3apalorars wa peryasrarax ceoero TPY A, NOTYIHTE HIBCCTHOCTE M NPHIHAHKE,
Hukro Ges paspemenns astopa se Mowmer BOCOPOHIBOLHTE €10 IPOHIBEINCHHE, PACTIPOCTPARSTE,
nyOIHYHO  IeMOHCTPHpPOBATE, fponaBaTE, MMIOPTHPOBATH, MYCKATE B NpoKar, myGmamo
HEMOMHATE, NOKAILIBATR/MCNOMHATE B MpHPe WAH pasMemars B Hurepnere.

Henoassosanne «nmparckoros NPOrPaMMHOTO 00ECHICICHHA MOKET PHBECTH K MHOTHM
PHCKEM. OT NOTEPH NAHHBIX K TBOMM AXKSYHTAM [0 GNOKMPOBKH TBOEro yerpolicrsa, rae
YCTAHOWIEHHBIR He feranbuas nporpasva. He cromt Taxme waflBate, 410 CywecTmyer
feTanhibie 1 SecraTHie NporpaMsMe, KOTOPEIE MOKHO HAATH B ceTH.

O nopmane

Ceresmuok.pd — Tooll rnasmsil coBeTamg B COTH. 3aeck Thl MONEUL Y3HATE ©
GesonackocT B ceTH MonATHENM M ADCTYTIHEM S35IKOM, & NPH BOIHHKHOBCHHH KPHTHYeCKOH
CHTYauHH o0paTHThea 3a coBeToM. A Takme NPHHATE YMACTHE B KOHKYDCAX H CTATH CAMBIM
UHGPOBLIM Mk IRHKEOM!




